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MotivationMotivation

•• Increase productivityIncrease productivity

•• Protection of assetsProtection of assets

•• Reduce costsReduce costs

•• FlexibilityFlexibility

•• ConvenienceConvenience
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RequirementsRequirements

•• Security safeguard must not impact performance or Security safeguard must not impact performance or 
compromise operationscompromise operations

•• Install with minimum downtime or while in operationInstall with minimum downtime or while in operation

•• Provide endProvide end--toto--end security for wireless/wired nodesend security for wireless/wired nodes

•• Must be easy to implement and use Must be easy to implement and use 
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Pilot Test OverviewPilot Test Overview

•• Test the operability of currently available wireless technology Test the operability of currently available wireless technology 
in an industrial plantin an industrial plant

•• No wired network infrastructure throughout the plant or in No wired network infrastructure throughout the plant or in 
surrounding areassurrounding areas

•• The environment has a number of obstacles including steel The environment has a number of obstacles including steel 
grating, sheet metal, and steel beams which may effect on grating, sheet metal, and steel beams which may effect on 
wireless signal propagation.wireless signal propagation.

•• To evaluate it use under a range of environmental conditions To evaluate it use under a range of environmental conditions 
including dust, extreme temperature and intermittent power including dust, extreme temperature and intermittent power 
conditionsconditions

•• To use the devices in the performance of operations and To use the devices in the performance of operations and 
maintenance functions by plant personnelmaintenance functions by plant personnel
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Pilot GoalsPilot Goals

•• Feasibility testing of current wireless radio technologyFeasibility testing of current wireless radio technology
•• 802.11b (PC Card and USB Adaptor form factors802.11b (PC Card and USB Adaptor form factors
•• 802.11a (PC Card form factor)802.11a (PC Card form factor)
•• 2.4 2.4 GhzGhz external antennas (Omni and Yagi types)external antennas (Omni and Yagi types)

•• Wave RelayWave Relay™™ feasibility testing: feasibility testing: 
•• OS IntegrationOS Integration
•• Multiple hop operationMultiple hop operation
•• SecuritySecurity
•• Embedded ImplementationEmbedded Implementation

•• Remote monitoring and control testing:Remote monitoring and control testing:
•• pcAnywherepcAnywhere V10.5.1 V10.5.1 
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Technology BackgroundTechnology Background
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Comparison of 802.11 standards
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Signal Propagation IssuesSignal Propagation Issues

•• 802.11 cards support a range of speeds to provide flexibility in802.11 cards support a range of speeds to provide flexibility in a a 
variety of operating conditionsvariety of operating conditions

•• The speed selection is determined by modulation schemes each of The speed selection is determined by modulation schemes each of 
which has a different level of noise immunitywhich has a different level of noise immunity

•• The most appropriate speed is chosen based on the signal strengtThe most appropriate speed is chosen based on the signal strength h 
and noise characteristics of the wireless mediumand noise characteristics of the wireless medium

•• The result is that devices that are right next to each other wilThe result is that devices that are right next to each other will l 
communicate at the fastest speed.  As they move farther away, orcommunicate at the fastest speed.  As they move farther away, or
obstruction are encountered, the speed will shift to a slower spobstruction are encountered, the speed will shift to a slower speedeed
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•• Dense obstacles absorb the wireless signal and metal such as steDense obstacles absorb the wireless signal and metal such as steel tend to el tend to 
reflect the signal.  reflect the signal.  

•• Reflections can cause a condition referred to as Reflections can cause a condition referred to as ““MultiMulti--path fadingpath fading”” which is which is 
a result of the time differential between signals that either caa result of the time differential between signals that either cause the signal to use the signal to 
sum or cancel depending on the phase shift.sum or cancel depending on the phase shift.

•• Theory indicates that the 802.11a (OFDM) modulation scheme shoulTheory indicates that the 802.11a (OFDM) modulation scheme should d 
perform better in an multiperform better in an multi--path environment then the 802.11b (DSSS) path environment then the 802.11b (DSSS) 
modulation schememodulation scheme

Signal Propagation Issues (Cont.)Signal Propagation Issues (Cont.)
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Signal Propagation Issues (Cont.)Signal Propagation Issues (Cont.)

•• To boost signal strength, and thus speed is obtained through To boost signal strength, and thus speed is obtained through 
•• the use of a bithe use of a bi--directional amplifier to increase transmit power and directional amplifier to increase transmit power and 

receiver input sensitivity,receiver input sensitivity,
•• the use of a direction antennathe use of a direction antenna

Comparison of Antenna Type

5-1530-9030-90Patch

10-1530-4530-45Yagi

15-305-205-20Parabolic

10-255-2090-180Sector

6-155-20360Omni

0-390-180360Dipole

Typical Gain 
(dB)

Vertical 
Coverage

Horizontal 
CoverageAntenna Type
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1 Mbit range

2 Mbit range

5.5 Mbit range

11 Mbit range

•• IEEE wireless networking standardIEEE wireless networking standard
•• Multiple data rates support different Multiple data rates support different 

rangesranges
•• Unicast, Multicast, and Broadcast Unicast, Multicast, and Broadcast 

servicesservices
•• WEP hardware encryptionWEP hardware encryption

•• Static shared keyStatic shared key
•• Stream cipher Stream cipher 
•• ExploitableExploitable

•• Two modes of operationTwo modes of operation
•• InfrastructureInfrastructure
•• Ad hocAd hoc

802.11 Features802.11 Features
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802.11 Infrastructure Mode802.11 Infrastructure Mode

User

User

User

User

User

User

Access
Point

•• Access Point centric networkAccess Point centric network
•• Patterned after traditional clientPatterned after traditional client--server modelserver model
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802.11 Access Points802.11 Access Points

•• Require a connection to the wired networkRequire a connection to the wired network
•• Adding users burdens the infrastructure with no benefitAdding users burdens the infrastructure with no benefit
•• Requires centralized authenticationRequires centralized authentication
•• Fixed Network topologyFixed Network topology
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802.11 Ad802.11 Ad--hoc Mode (basis for multihoc Mode (basis for multi--hop)hop)

•• Infrastructure formed by the cooperation of network nodesInfrastructure formed by the cooperation of network nodes
•• Adding users results in more infrastructure and increased connecAdding users results in more infrastructure and increased connectivitytivity
•• Redundant data paths provide fault toleranceRedundant data paths provide fault tolerance
•• Extended range for usersExtended range for users
•• Dynamic Network topologyDynamic Network topology
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•• The 2.4The 2.4--2.48 2.48 GhzGhz band used by 802.11b has some band used by 802.11b has some 
potential of interference and the new 5.15potential of interference and the new 5.15--5.35 5.35 GhzGhz
band used by 802.11a has none at presentband used by 802.11a has none at present

•• Potential sources of interference:Potential sources of interference:
•• 2.4 2.4 GhzGhz portable phonesportable phones
•• Microwave ovensMicrowave ovens
•• Bluetooth devicesBluetooth devices

802.11 Interference802.11 Interference
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•• Secure ChannelSecure Channel

•• Established onEstablished on--demanddemand
•• Robust key exchange protocol that establishes Robust key exchange protocol that establishes 

pairpair--wise secret shared keys wise secret shared keys 
•• Shared key used for AES or Blowfish block Shared key used for AES or Blowfish block 

cipher encryption and SHA1 hashcipher encryption and SHA1 hash
•• Multiple connections between two nodes share Multiple connections between two nodes share 

the same secure channelthe same secure channel
•• EndEnd--toto--end security model that can include both end security model that can include both 

wireless and wired nodeswireless and wired nodes

•• Public Key Infrastructure (PKI)Public Key Infrastructure (PKI)

•• Each node has a private keyEach node has a private key
•• Public keys are X.509 certificates that are signed Public keys are X.509 certificates that are signed 

by a Certificate Authority (CA)by a Certificate Authority (CA)
•• Certificates of other nodes may be preCertificates of other nodes may be pre--stored, stored, 

retrieved from an available CA, or traded as part retrieved from an available CA, or traded as part 
of the exchangeof the exchange

•• Certificate revocation via direct communication Certificate revocation via direct communication 
with the CA or by CA signed revocation lists with the CA or by CA signed revocation lists 
propagated through the networkpropagated through the network

Wave RelayWave Relay™™ -- A Secure Channel SolutionA Secure Channel Solution

•• Key ExchangeKey Exchange

•• Authentication provided by the PKIAuthentication provided by the PKI
•• Shared key provided by DiffieShared key provided by Diffie--Hellman Hellman 

exchangeexchange
•• Robust against network lossesRobust against network losses
•• Immunity against replay attacks by using a Immunity against replay attacks by using a 

double challenge & responsedouble challenge & response
•• Automatic key refresh based on time and Automatic key refresh based on time and 

quantity of data transferredquantity of data transferred
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Wave RelayWave Relay™™ -- Attack AvoidanceAttack Avoidance

•• Addressed AttacksAddressed Attacks
•• Impersonation, ManImpersonation, Man--inin--thethe--Middle, and ReplayMiddle, and Replay

•• Prevented by the authenticated key exchange protocolPrevented by the authenticated key exchange protocol
•• OverOver--hearing, Fabrication, or Modification of packetshearing, Fabrication, or Modification of packets

•• Prevented by encryption and hash verificationPrevented by encryption and hash verification
•• Session HijackingSession Hijacking

•• Impossible because of the pairImpossible because of the pair--wise secret keyswise secret keys

•• Future Addressed AttacksFuture Addressed Attacks
•• Byzantine Routing FailuresByzantine Routing Failures

•• Caused by either a malicious or corrupt authenticated nodeCaused by either a malicious or corrupt authenticated node
•• Addressed by a secure routing protocolAddressed by a secure routing protocol

•• Protocol must do more than just authenticate nodesProtocol must do more than just authenticate nodes
•• Must detect and avoid faultsMust detect and avoid faults
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Security Comparison of Security Comparison of WEPWEP and and Wave RelayWave Relay™™

Brief Security Comparison of WEP and Wave Relay™

Block CipherStream CipherEncryption

PKIShared KeyAuthentication

Periodic ExchangeStaticKey Creation

Pair-wise KeysShared KeyKey Type

Wave Relay™WEP
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Other Issues Other Issues 

•• MultiMulti--hop Bandwidth Reductionhop Bandwidth Reduction

•• While multiple hops allow greater extension and reliability throWhile multiple hops allow greater extension and reliability through ugh 
redundant path, they come at the cost of bandwidthredundant path, they come at the cost of bandwidth

•• Two neighboring nodes cannot transmit at the same timeTwo neighboring nodes cannot transmit at the same time
•• This is a common property of all broadcast  networks including uThis is a common property of all broadcast  networks including unn--

switched Ethernetswitched Ethernet

•• The bandwidth reduction is effectively halves the bandwidth per The bandwidth reduction is effectively halves the bandwidth per hop hop 
until the node that is no longer in rangeuntil the node that is no longer in range

•• The end result is that the bandwidth is 1/2 to 1/8 the original The end result is that the bandwidth is 1/2 to 1/8 the original speed in speed in 
extreme cases.  extreme cases.  
•• Internet access is not noticeably affected because the reduced Internet access is not noticeably affected because the reduced 

bandwidth is capable of saturating most internet connectionsbandwidth is capable of saturating most internet connections
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Other Issues (Cont.)Other Issues (Cont.)

•• Speed Locking OptionSpeed Locking Option

•• Performance can be increased by locking the operating speed of tPerformance can be increased by locking the operating speed of the he 
wireless cards to 5.5 or 11 Megabitswireless cards to 5.5 or 11 Megabits

•• High speed guarantees that the shared medium is efficiently usedHigh speed guarantees that the shared medium is efficiently used

•• The main downside is that the range is reducedThe main downside is that the range is reduced

•• Disabling the wireless cardDisabling the wireless card’’s ability to choose different speeds is only s ability to choose different speeds is only 
recommended for networks where higher bandwidth is worth the extrecommended for networks where higher bandwidth is worth the extra ra 
cost and reduced cost and reduced flexabilityflexability
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Industrial Plant Network (Wired)Industrial Plant Network (Wired)

•• This diagram has been remove since it may contain sensitive infoThis diagram has been remove since it may contain sensitive information rmation 

related to homeland securityrelated to homeland security
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Industrial Plant Network (Wireless)Industrial Plant Network (Wireless)

•• This diagram has been remove since it may contain sensitive infoThis diagram has been remove since it may contain sensitive information rmation 

related to homeland securityrelated to homeland security
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•• Wave RelayWave Relay™™ selfself--configuring network was able to configuring network was able to 
move data across multiple hopsmove data across multiple hops

•• 802.11a was unable to deliver and failed to provide 802.11a was unable to deliver and failed to provide 
connectivity in the industrial environment connectivity in the industrial environment 

•• Wave Relay Wave Relay ™™ provided alwaysprovided always--on endon end--toto--end security end security 
for access to mission critical computing assetsfor access to mission critical computing assets

•• Intermediate multiIntermediate multi--hop devices facilitates rapid hop devices facilitates rapid 
deployment at reduced costdeployment at reduced cost

•• The use of 802.11 would provide more flexible The use of 802.11 would provide more flexible 
operations and maintenance capabilitiesoperations and maintenance capabilities

•• The installation of Wave Relay RoutersThe installation of Wave Relay Routers™™ to serve as to serve as 
fixed intermediate nodes will provide fault tolerance fixed intermediate nodes will provide fault tolerance 
through multithrough multi--path redundancy path redundancy 

ConclusionsConclusions
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Conclusions (Cont.)Conclusions (Cont.)

•• 802.11 networks 802.11 networks 
•• Can be made secure Can be made secure 

and provides greater mobilityand provides greater mobility
and fault toleranceand fault tolerance

•• Adversaries of MP2P Adversaries of MP2P WLANWLAN’’ss
•• Need to be more technically sophisticatedNeed to be more technically sophisticated

•• MultiMulti--hop p2p wireless networks       hop p2p wireless networks       
can provide protection forcan provide protection for

mission critical assetsmission critical assets


